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A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create, manage, distribute, use, store and revoke digital certificates and manage public-key encryption. The purpose of a PKI is to facilitate the secure electronic transfer of information for a range of network activities such as e-commerce, internet banking and confidential email. It is required for activities where simple passwords are an inadequate authentication method and more rigorous proof is required to confirm the identity of the parties involved in the communication and to validate the information being transferred.
In cryptography, a PKI is an arrangement that binds public keys with respective identities of entities (like people and organizations). The binding is established through a process of registration and issuance of certificates at and by a certificate authority (CA). Depending on the assurance level of the binding, this may be carried out by an automated process or under human supervision. When done over a network, this requires using a secure certificate enrolment or certificate management protocol such as Certificate Management Protocol (CMP).
This system validates a user’s digital identity over a public or private network. It does so by associating a pair of public and private keys with the individual’s identity credentials. These keys are created with a cryptographic algorithm and shared by a certificate authority (CA) that links them to the user’s unique identity. The CA stores this information in a database and issues digital certificates, which include the public key or information about the public keys, in order to verify the user’s identity.
Public Key and Private Key
The public key is available to any user that connects with the website. The private key is a unique key generated when a connection is made, and it is kept secret. When communicating, the client uses the public key to encrypt and decrypt, and the server uses the private key. This protects the user’s information from theft or tampering.

A PKI consists of:
1. A certificate authority (CA)
It that stores, issues and signs the digital certificates. It acts as the root of trust and provides services that authenticate the identity of individuals, computers and other entities. A Certificate Authority (CA) is a computer (or group of computers) on a network that signs and issues public keys for transaction and message encryption. As part of a public key infrastructure, a CA checks with a Registration Authority to verify information provided by the requester of a digital certificate. If the RA verifies the requester’s information, the CA can then issue a certificate.
Key Functions of CA
The key functions of a CA are as follows −
· Generating key pairs− The CA may generate a key pair independently or jointly with the client.
· Issuing digital certificates− The CA could be thought of as the PKI equivalent of a passport agency − the CA issues a certificate after client provides the credentials to confirm his identity. The CA then signs the certificate to prevent modification of the details contained in the certificate.
· Publishing Certificates− The CA need to publish certificates so that users can find them. There are two ways of achieving this. One is to publish certificates in the equivalent of an electronic telephone directory. The other is to send your certificate out to those people you think might need it by one means or another.
· Verifying Certificates− The CA makes its public key available in environment to assist verification of his signature on clients’ digital certificate.
· Revocation of Certificates− At times, CA revokes the certificate issued due to some reason such as compromise of private key by user or loss of trust in the client. After revocation, CA maintains the list of all revoked certificate that is available to the environment.
2. A registration authority
It verifies the identity of entities requesting their digital certificates to be stored at the CA. A Registration Authority (RA) is simply a trusted computer that runs services to verify the validity of certificates being issued by a Certificate Authority. Most private networks combine their own CA with a Registration Authority as the central repository, but for internet transactions there are recognized providers that most businesses use. Enterprise networks who only want certificates issued to specifically identified and authenticated individuals. achieve this goal by using an their own RA.
3. A central directory
A central directory is implemented as part of a PKI, as a place to store and look up digital certificates, along with other relevant information.
4. A certificate management system
It is the management system through which certificates are published, temporarily or permanently suspended, renewed, or revoked. Certificate management systems do not normally delete certificates because it may be necessary to prove their status at a point in time, perhaps for legal reasons. A CA along with associated RA runs certificate management systems to be able to track their responsibilities and liabilities.
5. A certificate policy
A certificate policy (CP) is a document which aims to state what are the different actors of a public key infrastructure (PKI), their roles and their duties. This document is published in the PKI perimeter.
Public key infrastructure (PKI) refers to the deployment and management of a public key encryption system, where asymmetric encryption keys are used to enable secure authentication and encryption-key exchange. PKI’s authentication and key-exchange mechanisms enable security functionality such as access control, secure messaging, data encryption, data/message signing, secure boot, and more. PKI is considered highly secure but also hard to manage, as it requires a set of roles, policies, and procedures to create, manage, distribute, use, store, and revoke encryption keys and related digital certificate
PKI Security is Used 
You might be thinking what PKI security might look like in your day to day. PKI security is used in many different ways. The main ways that PKI security can be used are:
· Securing emails
· Securing web communications (such as retail transactions)
· Digitally signing software
· Digitally signing applications
· Encrypting files
· Decrypting files
· Smart card authentication
Key PKI benefits
Public key infrastructure (PKI) enables the creation of a trusted environment for businesses wishing to conduct trade through an Internet solution.
Specifically, a digital certificate and the infrastructure under which the digital certificate is issued provide the information and structure needed to:
· minimize fraud by authenticating the identity of people via the Internet
· provide privacy of messages by minimizing the risk that they can be read in transit, or by anyone, other than the intended recipient
· assure the integrity of electronic communications by minimizing the risk of them being altered or tampered with in transit without the recipient being aware
· provide non-repudiation of transactions so that people cannot deny involvement in a valid electronic transaction.
